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PROTECTING GODPROTECTING GOD’’S CHILDREN ONLINES CHILDREN ONLINE

Protecting Children and Young People from Online DangersProtecting Children and Young People from Online Dangers
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CHILD SEXUAL ABUSE CRIMESCHILD SEXUAL ABUSE CRIMES

OpportunityOpportunity
Desire Desire 
Children are perfect victimsChildren are perfect victims
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CHILD ABUSE CRIMESCHILD ABUSE CRIMES

Child Sexual AbuseChild Sexual Abuse
Within the familyWithin the family

Child Sexual ExploitationChild Sexual Exploitation
Outside the familyOutside the family
Multiple victimsMultiple victims
Child pornographyChild pornography
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CHILD EXPLOITATION HISTORYCHILD EXPLOITATION HISTORY

Child pornographyChild pornography
Child abuse imagesChild abuse images
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CHILD EXPLOITATION HISTORYCHILD EXPLOITATION HISTORY

Child pornographyChild pornography
Polaroid'sPolaroid's
CamcordersCamcorders
ComputersComputers
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THE ONLINE THE ONLINE 
CHILD CHILD 

MOLESTERMOLESTER
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NEW PROGRAM FOR 2008NEW PROGRAM FOR 2008
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PREVENTION BASICS PREVENTION BASICS 
FOR KIDSFOR KIDS

Children feel very safe when Children feel very safe when 
theythey’’re onlinere online
Children donChildren don’’t realize that some t realize that some 
people online may not be telling people online may not be telling 
the truththe truth
Parents, in many cases, are Parents, in many cases, are 
unable to monitor children who unable to monitor children who 
are onlineare online

www.RFarley.com

BLOCKING / FILTERING BLOCKING / FILTERING 
SOFTWARESOFTWARE

Cyber PatrolCyber Patrol
www.microsys.comwww.microsys.com
CybersitterCybersitter
www.solidoak.comwww.solidoak.com
Net Nanny Net Nanny 
www.netnanny.comwww.netnanny.com
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BLOCKING / FILTERING BLOCKING / FILTERING 
SOFTWARE (cont)SOFTWARE (cont)

SafesurfSafesurf
www.safesurf.comwww.safesurf.com
XX--StopStop
www.xstop.comwww.xstop.com
America Online America Online 
Parental Controls Parental Controls 
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PREVENTION SOLUTIONSPREVENTION SOLUTIONS

NEVER put a computer in  a childNEVER put a computer in  a child’’s s 
bedroom bedroom –– put it in the living room, put it in the living room, 
family room family room ……..
NEVER allow a child to be online in NEVER allow a child to be online in 
the afternoon (after school) without an the afternoon (after school) without an 
adult in the houseadult in the house
DonDon’’t post personal information on t post personal information on 
online diariesonline diaries
STAY OUT OF CHAT ROOMSSTAY OUT OF CHAT ROOMS
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CHILD SEXUAL ABUSE IS AN CHILD SEXUAL ABUSE IS AN 
OLD CRIMEOLD CRIME

Computers Computers ……
New technique for molesters New technique for molesters 
to gain access to children to gain access to children 
New tools New tools 
New evidenceNew evidence

But itBut it’’s still the same old crime !s still the same old crime !
www.RFarley.com

EVOLUTION OF ONLINE CRIMESEVOLUTION OF ONLINE CRIMES

Text dialogueText dialogue
Still imagesStill images
Moving imagesMoving images
Real times imagesReal times images
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WEBCAM AND WEBCAM AND 
““REAL TIMEREAL TIME””

PROBLEMS FOR PROBLEMS FOR 
CHILDRENCHILDREN
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CHILD EXPLOITATION HISTORYCHILD EXPLOITATION HISTORY

Beyond Computers Beyond Computers ……..
Cell phones Cell phones 
Text messaging Text messaging –– SMSSMS
Photo or video phonesPhoto or video phones
Internet AccessInternet Access
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TEXT MESSAGESTEXT MESSAGES

Do Do yuryur kdskds sndsnd msgzmsgz liklik DIS 1?DIS 1?

www.RFarley.com

Try Try textingtexting this backthis back

U r like so grounded 4ever  U r like so grounded 4ever  cyacya

IDENTIFICATION IDENTIFICATION 
OF COMPUTER OF COMPUTER 

TERMSTERMS
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COMPUTER HARDWARECOMPUTER HARDWARE

System box or base unitSystem box or base unit
MonitorMonitor
KeyboardKeyboard
Pointing devicePointing device
Audio devicesAudio devices
PrinterPrinter
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MOLESTER PERIPHERALSMOLESTER PERIPHERALS

ScannersScanners
Digital camerasDigital cameras
Video devicesVideo devices
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COMPUTER PICTURE FILESCOMPUTER PICTURE FILES

Software Software -- viewerviewer
Photos Photos -- .jpg, .jpeg, .gif, .jpg, .jpeg, .gif, 

.bmp .act.bmp .act
Movies Movies -- .avi, .mpg.avi, .mpg
Encryption, AutoEncryption, Auto--Erase Erase 
and other issues?and other issues?
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ELEMENTS OF THE  ELEMENTS OF THE  
COLLECTIONCOLLECTION

Child eroticaChild erotica
Child pornographyChild pornography
TrophiesTrophies

Euphoric recall Euphoric recall –– remembering remembering 
how good it felt   how good it felt   
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DOWNLOAD A FILEDOWNLOAD A FILE

Received from an Received from an 
external sourceexternal source
Storage Storage -- hard drive hard drive 
vs. other mediavs. other media
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TOURING CYBERSPACETOURING CYBERSPACE

The Internet The Internet …………
World Wide WebWorld Wide Web
Usenet NewsgroupsUsenet Newsgroups
Internet Relay ChatInternet Relay Chat
You can also send eYou can also send e--mailmail
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EE--MAILMAIL

Most popular INTERNET Most popular INTERNET 
applicationapplication
Easily send or receive Easily send or receive 
messagesmessages
No long distance chargesNo long distance charges
Global communication and Global communication and 
data exchangedata exchange
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WEB PAGEWEB PAGE

www.RFarley.com

WEB PAGE DANGERS WEB PAGE DANGERS 
FOR CHILDRENFOR CHILDREN

myspace.commyspace.com
facebook.comfacebook.com
hotornot.comhotornot.com
livejournal.comlivejournal.com
xanga.comxanga.com
ratemyteacher.comratemyteacher.com
Gaming sitesGaming siteswww.RFarley.com

CHAT ROOMSCHAT ROOMS
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TOURING CYBERSPACETOURING CYBERSPACE

The Internet The Internet …………
World Wide Web  (www)World Wide Web  (www)
Usenet NewsgroupsUsenet Newsgroups
Internet Relay Chat  (IRC)Internet Relay Chat  (IRC)

Rfarley.com

INTERNET RELAY CHATINTERNET RELAY CHAT
““IRCIRC”” CHANNELSCHANNELS

mIRC shareware softwaremIRC shareware software
DALnetDALnet
Undernet Undernet 
EFnetEFnet
A A chatroomchatroom is a channelis a channel

Rfarley.com
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www.spectorsoft.comwww.spectorsoft.com
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MAKING A COMPLAINTMAKING A COMPLAINT
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CHILD MOLESTERCHILD MOLESTER

PedophilePedophile
DSM IVDSM IV--TRTR
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FBI PROFILE FOR THEFBI PROFILE FOR THE
CHILD MOLESTERCHILD MOLESTER

Situational Molester             Situational Molester             
Not a true sexual preference for Not a true sexual preference for 
a childa child
Preferential Molester            Preferential Molester            
True sexual preference for a True sexual preference for a 
child   child   
ONLINE CHILD MOLESTER      ONLINE CHILD MOLESTER      

www.RFarley.com
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ONLINE MOLESTER ONLINE MOLESTER 
SEDUCTION TECHNIQUESSEDUCTION TECHNIQUES

Assumes a child or teen identity Assumes a child or teen identity 
Bogus profileBogus profile
Pretends to care about childrenPretends to care about children
LanguageLanguage
Asks for personal informationAsks for personal information
Requests photosRequests photos
Talks about family/friendsTalks about family/friends
Telephone contactTelephone contact
Wants to meet        Wants to meet        

RFarley.com
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CASECASE
ILLUSTRATIONS ILLUSTRATIONS 

““TOMMYTOMMY””
““CASEYCASEY””
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Thank you !Thank you !
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